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1. HosscHUTEIBLHASA 3AIIHCKA

1.1. Lenp u 3aga4yu JUCHUTLINHBI

L{enp AMCIUIUIMHBL: Pa3BUTh y CIyIIATEIeH MOAX0/1 K PEIICHUI0 TEXHUYECKUX 3a]1a4
MPOrPaMMHO-AIAPATHOHN 3aIUTHl HHPOPMAIIHH.

3amaun: W3y4eHHWE OCHOB MOCTPOCHHS MOJCUCTEM MH(POPMAIMOHHON 0€30MacHOCTH, OCBOCHUE
MPHUHIIMIIOB  WCIOJB30BAHMS MPOTPAMMHO-ANIAPATHRIX CPEACTB 3alIUThl  WH(GOpPMAIIUH,
BBIPaOOTKA YMEHU MPOBEACHUS OLICHKU 3aIMIIEHHOCTH HH()OPMAITHOHHBIX CUCTEM.

1.2. ®opMupyemMble KOMIIETEHIIUU, COOTHECEHHBIE C TUIAHUPYEMBIMH pe3yJibTaTaMu 00yueHUst
10 TUCIUILINHE!

KoMmnerenuus HNuauxaropsl PesyabTaThl 00yyeHus
(Kol ¥ HAMEHOBaHUE) KOMIIeTeHIHit
(Kol ¥ HAUMEHOBAHUE)

YK-2 YK-2.1 VYMmers:

CrocoGeH omnpenemnsTs Kpyr AHanusupyeT UMeroIuecs aHAJIM3UPOBATh OrPAHUYECHUS
3ajjay B paMKax pecypchl U OrpaHUYEHMUS, BBIYMCIUTEIbHBIX PECYPCOB,
IIOCTaBJICHHOW LIEJIN U OLICHUBAET U BbIOMpaeT BbIOMpaTh ONTUMAJIbHBIN
BbIOMPATh ONTHMAaJIbHbIE OINTUMAJIbHBIE CIIOCOObI Ha0Op MPOrpaMMHO-
CIOCOOBI UX PEILEHUs, UCXO/I | PEILIEHUs TOCTaBICHHBIX annapatHeix [TAC3U1

U3 JIEUCTBYIOILIUX ITPABOBBIX 3a1a4
HOPM, UMEIOLIUXCSL PECYPCOB
1 OTpaHUYECHU

YK-2.2 Brnaners:

CriocobeH ucnonb30BaTh HaBbIKaMH MCIIOJIb30BaHU
3HaHUSA O BAXKHEUIIINX ITOJIOKEHUIN CTaHAApTOB IPU
HOpMax, UHCTUTYTax U pa3paboTke, HacTpoiike u
OTpAacIIsIX IEUCTBYIOLIETO skcrutyataruu [TAC3U

POCCHICKOTrO Ipasa JJIst
ompeJesIeHus Kpyra 3a/1a4 u
OITUMAJBHBIX CLIOCO00B UX

pereHwst
OIIK-10 OIIK-10.1 3HaTh: apXUTEKTYPY MOJCUCTEM
CriocobeH B KauecTBe 3HaeT NporpaMMHO- 0€301acHOCTH, CMBICIT 6a30BbIX
TEXHUYECKOTO CIICIIUAITNCTA afraparHble Cpe/CTBa MOHATHUH, TAKUX KaK
NPUHUMATh yyacTue B 3alIUThl UH(OpPMAIUU B UACHTUDUKALMS 1
(OpMHPOBAHUY TTOIUTHUKA THUTIOBBIX OIEPAIIMOHHBIX ayTeHTU(UKaIus,
UH(POPMALIMOHHOM cucTeMax, cucremMax pasrpaHMuYeHHe AOCTyNa U T.11.;
0e30MmacHOCTH, yIpaBieHus1 OazaMu MIPOTOKOJIBI JIOKAJTLHON 1
OpraHU30BBIBATH U JAHHBIX, KOMITBIOTEPHBIX CEeTeBOI ayTeHTU(UKALTUH
MOJIICP’)KUBATh BHITIOJTHEHNE | CETAX
KOMIUIEKCa Mep 1O OIIK-10.2 YMeTh: 0CyLIECTBIATh
00€CIeYeHNIO YMmeer KOHPUTYypHpPOBATH HACTPOUKY MOJIMTUKU YUEHBIX
MH()OPMAIMOHHOM nporpaMMHO-anIapaTHbIC 3aIACeH, BBIITOJIHATD
0€30IaCHOCTH, YIIPaBIIATh CpeZACTBa 3aIIUTHI aJIMUHUCTPUPOBAHNE YUETHBIX
IPOIIECCOM UX peau3alMK Ha | wH(OPMAIIUH B 3aIMCcel MoJab30BaTeNel Ha
00BEKTE 3alTUTHI COOTBETCTBUH C 337aHHbIMU | TaTGopmax Windows u Linux,

MOJTUTHKAMU 0€30TTaCHOCTH | UIAECHTU(UIIMPOBATH CcladbIe
MECTa U ySI3BUMOCTHU




MOJICHCTEMBI UICHTU(DHUKAIIMHA U
ayTeHTU(UKALUY;
pa3pabaTbIBaTh MaTPUILY
pasrpaHuyYeHHs JOCTYIa,
peaTr30BBIBATH TUCKPEIIMOHHOEC
pasrpaHMyYeHHE JOCTYIa K
o0bekTaM (alIoBOM CHCTEMBI U
CHCTEMHOTO peecTpa.

OIlK-10.3
Brageer npuHIunamu
(hopMUPOBaHHUS TOJIUTUKH

Bnaners. HaBBIKaMU
aJIMUHHUCTPUPOBAHUS MOJACUCTEM
0e30macHOCTH, HACTPOHKHU

MH(POPMAIIMOHHOM CUCTEMBI, TIOJIUTUK

6e30macHOCTH 00BEKTa 0€301acHOCTH, YIPaBICHHS

uHpOpMaTH3ALUN YUETHBIMH 3aIUCMHU.
OIIK-12 OIlK-12.1 3HaTh: TMHENKY IPOrpaMMHO-

Crioco0eH TpoBOIUTH
MOJITOTOBKY MCXO/IHBIX

3HaeT NPUHLIMIIBI
(bopMUPOBaHHUS TTIOIUTHKH

JAHHBIX JJIS IPOCKTUPOBAHMS | HHPOPMALIMOHHON
HOJICUCTEM, CPEICTB 0e301acHOCTH B
oOecrieyeHns 3allUThI WH(POPMAIIMOHHBIX

I/IH(1)OpMaI_II/II/I H 1Ji1 TCXHHUKO-

CHUCTEMAaX,; OCHOBHBIC 3Tallbl

anmnapaTHbIX CPEJCTB 3aIUThI
uHpOpMaLUY; TOAXObI K
TECTUPOBAHUIO IIPOIPAMMHO-
annapaTHbIX CPE/ICTB 3aILUTHI
uH(popManuu

HYKOHOMHYECKOTO mporiecca MpPOeKTUPOBAHUS
000CHOBaHUS u o0mue TpeOoBaHMS K
COOTBETCTBYIOIIIX COJICPIKAHUIO TIPOCKTA
IIPOEKTHBIX PEIIECHUI OIlK-12.2
YMeer onpenensath
MH(POPMALMOHHYIO
UH(QPaACTPYKTYypy U

MH(OPMAaIMOHHbIE PECYPCHI
OpraHM3aI1H, MOTIEKALUX
3allUTE; aHAJIM3UPOBATh
MOKa3aTeIN KauyecTBa U
KPUTEPHUH OLICHKU CUCTEM U
OTJIEbHBIX METO/IOB U
CPEICTB 3aLIUThI
nHpopManuu

YMeTh: 0CyIIeCTBIATH BHIOOD
MIpOrpaMMHO-annapaTHbIX
CPEJICTB 3alIUThl HHPOPMAIIUU
aJICKBATHBIX PEIIAEMbIM
3a71a4aM; COCTaBIISITh METOJUKHU
WCIIBITAHUHN CPEJICTB 3aIUTHI
nH(OpPMAIIUU; TIOJIXO/IBI TIO
OIICHKE IOKa3aTelei Ka4ecTBa,
KPUTEPUH OLIEHKU MTPOrpaMMHO-
anmapaTHbIX CPEJICTB 3aIIUTHI
uHpopManun

OIlK-12.3
Bnaneer HaBLIKaMU 11O
pa3paboTKe OCHOBHBIX
MOoKa3aTeyie TEXHUKO-
SKOHOMHUYECKOTO
000CHOBaHUS
COOTBETCTBYIOIIUX
MIPOEKTHBIX PEHICHUI

Biagets HaBBIKaMHU
IIPOEKTUPOBAHUS, HACTPOMKH U
JKCILTyaTallud CPEJCTB 3alLUThI
MH(pOpPMaLIUU C YIE€TOM TEXHUKO-
YKOHOMUYECKUX ITOKa3aTeIIeH.

1.3. MecTo TUCHUIUIMHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOTrpaMMbl

«IIporpammHo-anmnapaTHbie

cpenacTBa

3alllUThI

00s13aTeIbHOM YacTH 0JI0Ka MTUCIMIUIMH Y9eOHOTO TIIaHa.

I/IH(I)OpMaL[I/II/I» OTHOCHUTCA K




Jlis  OCBOGHUS JUCHHILTUHBI HEOOXOMUMBI KOMMETCHINH, (OpPMHUpPYyEMBIE B XOJe
U3YYEHUs AUCUUIUINH: «be30macHOCTh OmepaluoHHBIX CUCTEM», «3amuTa HHOpPMAlUU OT
BPEIOHOCHOTO TIPOTPAMMHOTO 00ECIICUCHHSI.

B pesynbrare ocBO€HUS TUCHUIUIMHBI (POPMUPYIOTCS KOMIIETEHIIUU, HEOOXOAUMBIE ISt
W3YYCHUS CIEAYIONMX IUCIUIUMH: «OIleHka 0e30MacHOCTH MPOrpaMMHOTO OOecTieueHust

ABTOMATHU3HPOBAHHBIX

CHCTEM»,

«[IpoexTupoBanue

3al[UIIEHHBIX ABTOMATHU3HPOBAHHBIX

CHUCTEM», «be3omacHocTh cucrem 0a3 JaHHBIX), «be301macHOCTh BEIYUCIUTEIBLHBIX CETCH.

2. CTpyKTypa IMCUMILIUHBI

OO0mias TpyA0eMKOCTh JUCIIMIUIMHBI COCTABIISIET 5 3aueTHbIX enunull, 180 yacos

CTpyKkTypa IMCUMILIMHBI 1JIA 04HOI opMbI 00yUeHMsI

O0beM TUCHUIUIMHBI B (pOpME KOHTAKTHOW PabOThI OOYYAIOIIMXCS C TEIaroru4eCKUMHU
paboTHUKaMu W (WJIM) JTUI[AMHU, TIPUBJICKACMBIMH K pealn3anuyd 00pa3oBaTeIbHOW MPOrpaMMbl
Ha WHBIX YCIIOBUSX, P MPOBEICHUN YICOHBIX 3aHITHIA:

Cemectp | Tun yueOHBIX 3aHATHI KosmuecTBo gyacoB
5 Jlexuun 28
5 JlaGopaTopHbie pabOThI 32
6 Jlexuun 16
6 JlaboparopHbie pabOTHI 16
Bcero: 92

O06beM TUCIHILIMHEI B (popMe caMOCTOSTEIbHON pabOThl 00yJaromuxcs coctaBisier 88
aKaJeMUYCCKUX YaCOB.

3. Coaep:kanue TUCHUIIMHBI

S cemecr
Ne HaunmeHnoBanue pasaena | Coaep:xanue
JAUCHUTIIMHBI
1 O6mme mpencraBieHusi o | O0iiee MOHATHE MPOrPaMMHO-AIIAPATHBIX CPEJICTB
NPOrpaMMHO-aNNaPaTHBIX 3amuTel  MHQopMmanuu.  Tumbl  mporpaMMHO-
CpeAcTBax 3aIUTHI | ANMAPATHBIX  CPEACTB  3allUThl  MH(OPMAIHH.
uHpopmanuu Cpenactpa Kpunrorpaduueckoi 3aIUTHI
uHpopmauuu. ['eHepaTopbl  MCEBIOCTYYalHBIX
yucen. AnmnapaTHble MOIYJIH JOBEPEHHOU 3arpy3KH.
CpenctBa  KOHTpOJII ~ BHEIIHUX  HOCHUTENEH.
MexceTeBoe SKpaHUPOBAHMUE.
2 CpencrBa unenruuxanuu u | [ToHstTus wuaeHTUOUKAMM U ayTeHTH(UKAIWU.
ayTeHTHPUKALNHU JlokanpHas ayreHTu¢ukanus. CpoiicTBa  X3uI-
¢ynkuuid.  Aaroputm  NTLM.  Konunenuus
PluggableAuthenticationModule. CereBoit
npotokon ayreHTudukanuu Kerberos. Artaku Ha
MOJICHCTEMY ayTeHTU(UKAIIH.
3 Pa3rpanudenue nocryna JIUCKpelMOHHOE M MAaHJATHOE pa3rpaHUYeHHE
nocryna. CyObekTbl W OOBEKTHI  JOCTYyIA.
Crpyktypsl ¢aitnoBeix cucreM NTFS u  UFS,
MeraganHble.  COUCKM ~ KOHTPOJISL  JIOCTYyIHa.
SecurityReferenceMonitor, aBropuzanmusi.
4 Perucrpanust coobITuii Peructpanus coOwiTuii 6e3omacHoctu. Karteropuu

0e30MacHOCTH

pETUCTPUPYEMBIX COOBITHIA. Peructpanus moctyn K
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oO0bekTaM  (ailloBO  CHUCTEMBI.  YTIpaBJICHHUE
pErucTpalMOHHBIMU XKypHAJIAMHU.

KOHTpOJIL HEeJIOCTHOCTH

[Mporueaypa KOHTPOJS LEIOCTHOCTH. AJITOPHUTMBI
pacuera kouTposbHBIX cymMM (CRC, MD5, SHA-1).
CpezicTBa rapaHTUIHOTO y/AajaeHus HHOOPMAIIUH.

6 ceMecT

Ne

HaumenoBanue pasnena
JUCIHHUILINHDI

Conep:xkanue

IIpeamer ) | 3aaadu
NMPOrpaMMHO-aNNAPATHOM
3alUThHI HH(pOpMAIUU

[Ipeamer 3amutel. CBoiicTBa HMHpoOpManuu u €€
HeHHOCTh. OOBEKT 3amuThl HHGopMarmu. Bumisi
uHpopMaluu. YTeuka HHPoOpManuu U €€ BHIBI.
CereBoe u MexcereBoe B3aumoenictaue. [lonmutuka
0€30MMacCHOCTH.

BpenoHocHble mporpamMmsl U
yaa/1éHHbIe ceTeBble aTaKu

Bpenonocusle mporpammsl.
Komnbrorepueie  BUpyChl.  TpOsSHCKHME  KOHH.
CereBble uepBu. lloTaliHble XOAbBI U PYTKHUTHL.
BPEIOHOCHBIE  MPOTpaMMbl  JIJII  MOOMJIBHBIX
ycrpoiictB. Ilpoune BpenoHOCHBIE MPOrpPaAMMBI.
HanmenoBanue BHUPYCOB. DNeMEeHThI
3allMTBl  OT  BPEAOHOCHOTO  IPOrPaMMHOIO
obecneuenus. Texnonorus Black u Whitelisting.
VY nan€HHsle ceTeBbIC aTaKH.
CereBble ataku. OOOOIIEHHBINH CIICHAPHA aTaKH.
ATaku «oTKa3 B OOCIyXUBaHUU». ATaku Ha
nporokonsl [P, ICMP, UDP, TCP. I'enepatopsl
aTak. Ataka K. MurtHuka. Knaccudukammm
ylan€HHbIX aTak.

Me:xceTeBble IKPaHbI

Passurtue TEXHOJIOTUH MEXKCETEBOI0
SKPaHUPOBAHUS. OunbTpanys ITaKETOB.
MexcereBble  JKpaHbl  YPOBHS  COCAMHCHUS.
MexcereBble  JKpaHbl  NPHUKIAJHOIO  YPOBHS.
MexcereBble JKPaHBbI c JUHAMHAYECKOU
dunpTpanueri makeToB. MEXKCETEeBbIE  AKPaAHBI
UHCIIEKIUU COCTOSHUM. MexcereBble  3KpaHbl
ypoBHs sapa. IlepcoHanbHbBIE MEKCETEBBIE DKPAHBI.
Pacnpenenénnsie MEKCETEBBIE JKpaHBI.
MexcereBble 3KkpaHbl Web-npuioxkenuit. Hosoe
ITIOKOJIEHUE  MEXKCETEBBIX  DKPaHOB. O6xo0x
MEKCETEBbIX JKpaHOB. [locTeneHHbI MOAXOX.
TynnenupoBanue. TpebGoBaHus ©  moOKazaTelu
3aIUIIEHHOCTH MEXKCETEBBIX JKPaHOB.
TecTupoBaHMe MeXKCETEBBIX HKpaHOB. [Ipumepsl
ME)KCETEBBIX YKPAHOB.

BuprtyajibHble YaCTHbIE CETH

Bupryanuzamuss ¥ oOnmauHble  TEXHOJOTHH.
TynnenupoBanue. IIpotokonsr VPN  kananbHOTO
YPOBHH. [IpoTokon IPSec. Acconuanus
oOecnieueHus  Oe3omacHOCTH. TyHHENBHBIM U
TPaHCIIOPTHBI  pexxuMmbl  mpoTtokona  IPSec.
[Iporokon oOMeHa uHTepHET-KIo4aMu. [IpoTokon
ayTeHTH(UKanuu 3arosoBka. [TpoTokon 6e3omacHoi
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WHKAICYy/SIIUM  COAEep)KUMOro rmakera. [Ipumep
npumenenuss — nporokona  IKE.  CoBmecTtHoe
ucnojb3oBanue npotokosoB ESP u AH. OcHoBHbIE
TUNBl 3aIIUAIIEHHBIX CBA3ed. IIporokonsr VPN
TpaHcnopTHOro ypoBHs. Lludposbie ceprudukars.
IIpumepsl  oredecTBeHHOro mnocrpoeHus VPN.
Kpunronutossl. Madpactpykrypa PKI

CucreMbl 00HAPYKEHUS U
npeaoTBpPALieHUsI BTOPKeHU i

Mogenu cuctem oOHapyKeHUs BTOpKeHUH. Moienb
H. Hennumnar. Mogens CIDF. Kiaccuduxanus
cucteM OOHapyXeHus BTop)keHuil. OOHapykeHue
curHatyp. Cucrema oOHapyXeHHS BTOPIKECHUH
Snort.  Jlexkogep  maketoB.  I[Ipemporieccopsil.
[Ipemnponeccopsl cOopku makeroB. IIpenporeccops
HOpMalM3anuu  1porokosioB.  [Ipemponeccopst
OoOHapyKEeHUsI AHOMAJINM. [Iponeccop
obOHapyxenus. Moaynau BbBoja. I[IpaBunma Snort.
[Ipumepsr mpaBwin.  OOHapyKeHHE AaHOMAJHIA.
Metonet  DataMining.  MeToasl  TE€XHOJOTHH
MOOWJIBHBIX ~ areHToB.  MeToapl  HOCTPOEHUs
UMMYHHBIX cucteM. lIpuMeHeHue reHeTH4ecKux
anroputmoB. [IpuMeHeHHME HEHWpPOHHBIX CETEH.
S3piku  ommcaHusa  arak.  Jlpyrue = MeTonbl
oOHapyxeHust BTopkeHMM. CucTeMbl aHalu3a
3amUIIEHHOCTH. CHUCTEMBl aHalIM3a LEJIOCTHOCTH.
BcenomoratenbHble CpeacTBa OoOHapyX eHHUS.
Metoabl 00x0a CUCTEM OOHAPYXKEHUs BTOPIKEHUI.
Metonpl 00X0/1a CETEBBIX CHUCTEM OOHApPYKEHUS
BTOp)KeHUI. MeToapl 00X0Aa XOCTOBBIX CHCTEM
0oOHapy>XeHHSI BTOpKEHUU. J[MHAMUYECKHUE METOJIbI
ooxona. TectupoBaHue cucteM OOHApPYKEHUS
BTOp>KEHUH. TeCTUpPOBAHME KOMMEPYECKUX CHUCTEM.
TectupoBanue HcCCIENOBATENBCKUX IMPOTOTHUIIOB.
Metonel  GopMUpOBaHHSL ~ TECTOBBIX  HAaOOpOB.
Matpuna HECOOTBETCTBHI. Cucremsl
NPEAYNPEKACHUS BTOPKEHUN

4. O0pa3oBaTesbHbIC TEXHOJIOTHH

S cemecTp
Ne |HammeHoBaHme .
Buabl yyeOnbix 3anaTuii  (O0pa3zoBaTe/bHbIC TEXHOJIOTHH
n/n |pasaena
1 |2 3 4
1. [OO6ume Jlexuus 1.1 TpanuuMOHHAS C HCTIOIB30BAHUEM
IIPEJICTaBICHUS O Jlexuus 1.2 IIpe3eHTalMN
IPOrPaMMHO- TectupoBanue
anmnapaTHbIX
cpenctBax 3amuThl  |CamocTositenbHas pabora |M3ydeHune MaTtepuanoB JIEKIHMA
uHpopManun
2 CpencrBa Jleknusa 2.1 TpaguuroHHAs C UCTIOJIB30BAaHUEM
uneHtupukarmu u - |[Jlexus 2.2 IIPE3EeHTAlUN




ayTeHTH(UKAITIT Jleknus 2.3 TectupoBanue
JlaGopaTtopHas padora 1.
Brimmonnenune 3amanus
CamocrosiTenpHas padbora
N3ydenune MarepuasioB JICKIHI
3  |PasrpanuveHue Jleknusa 3.1 TpaguunoHHAas C UCIOJIB30BAHUEM
JocTyna Jlexuus 3.2 IIpe3eHTalum
3.1. Quckpenmonunoe |Jlexmus 3.3 TectupoBanue
pasrpaHu4eHue
JIOCTYyTIa JlaGopaTopHas pabora2.
3.2. [TomHOMOYHOE BrimonHenue 3aganus
pasrpaHUYeHUE CamocrosiTenpHas padbora
JIOCTyTIa N3yuenune marepuanos JeKIui
4  |Peructpanus Jlexuus 4.1 TpanuuMOHHAs C HCIIOIB30BAHUEM
COOBITUH Jlexknusa 4.2 Mpe3eHTalni
0€30MacHOCTH Jlexuus 4.3 TectupoBanue
JlaboparopHast pabota3.
Brimonnenue 3aganus
CamocrosTenbHas padoTa
W3yuenue marepuaioB JeKIUi
5 |Kontponb Jlexnus 5.1 TpanuuMOHHAs C HCIIOIB30BAHUEM
IIEJIOCTHOCTH Jleknusa 5.2 Mpe3eHTaln I
Jlexuus 5.3 TectupoBanue
JlabopaTopHas pabota4.
BrimonHenue 3aganus
CamocrosTenbHas paboTa
N3ydenune MarepuasioB JICKIHI
6 cemecTp
Ne |HaummenoBaHme .
Buabl yueonbix 3anatuii  |Q0pa3oBarte/ibHbIe TEXHOJIOTHH
n/n |pasaena
1 |2 3 4
1. Jlexknusa 1 TpaguunoHHas JEKIUS C
[Ipeamer u 3amauu MCIIOJIb30BaHUEM MPE3EHTAINI
MIPOrPaMMHO- TectupoBanue
anmapatHoil 3ammThl |CaMocTosTeNbHAs paboTa
uHpopmaruu IToaroroBka Kk 3aHATUSIM C
ncnonb3oBanneM JbC
2 Vnanéuuoie cereBble |Jlekmus 2 TpaguunoHHas JEKIHS C

aTaKu

JlaGoparopHas pabora 1.

CamocrosTenbHas paboTa

UCIIOJIb30BAaHUEM IIPE3CHTALIUI
TectupoBanue

3aHATHS C UCIIOJIB30BAHUEM
cnenuanusuposanHoro 10

[ToaroroBka K 3aHITHUSAM C
ucrnoiibzoBanmeM DbC




3  |MexcereBbie SKpaHbl
U almapaTHbIC
Kpunrorpaduyeckue
IITIO3bI

Jlekmusa 3.1.
Jlexnug 3.2.

JlaboparopHas paboTa 2.

CamocrosTenbHas pa60Ta

TpaguunoHHAas JEKIMS C
UCIIOJIb30BAaHUEM MPE3CHTALNI
TectupoBanue

3aHATHS C UCIIOJIb30BaHHEM
cnienuanuzupoBannoro [10 u
000pyIoBaHUS

IToaroroBka K 3aHITHSIM C
ucrojib3oBanueM JbC

4 |Bupryanuzanus u
o0JauHble
TEXHOJIOTHH.
Buptyanbhbie
YaCTHBIE CETU

Jlexnug 4.1
Jlexknusa 4.2

JlaGopaTopHas padora 3.

CamocrosTenbHas padboTa

TpanuuyoOHHAs JIEKIMS C
HCII0JIb30BaHUEM IIPE3CHTALNN
TectupoBanue

3aHATHA C UCIIOIbL30BAHUEM
cnernuanusupoBanHoro 10 u
000pyIoBaHUs

[ToaroToBka K 3aHATUSIM

5 |Cucremsl
OoOHapyXeHHS U
IPEOTBPALCHHS
BTOPKEHU I

Jlekmus 5.1.
Jleknusa 5.2.

JlaGopaTopHas pabora 4.

CamocrosTenbHas padboTa

TpanuuyvoOHHAs JIEKIMS C
MCII0JIb30BaHNEM NIPE3CHTALNN
TectupoBanue

38,H$[TI/I$I C UCITIOJIB30BaAHUEM
crienanusupoBanHoro [10 u
000pyI0BaHUs

IToaroToBka K 3aHSATHSIM C
ucnonbs3oBanueM DbC

5. OneHka IAHUPYEMBIX pPe3yJabTATOB 00y4YeHust

5.1. Cucrema OLleHUBaHUA

S cemecTp
DopMa KOHTPOJIA Makc. K0JIH4ecTBO 0a/1710B
3a oany padory Bcero
Texyuuii KoHTpoOIIb (5 cemecTp):
— mecmuposéanue (memul 1-5) 4 6anna 20 bannos
— abopamopuvie pabomul (memvi 2-3) 10 6annos 20 bannos
— abopamopuvie pabomul (memvi 4-5) 10 6annos 20 6annos
[TpomexyTouHas arTecTanus - 3a4eT 40 6annos
(3auem no bunemam)
HTroro 3a cemecTp 100 6annos
6 cemecTp
®dopMa KOHTPOJIA Makc. Koa1M4ecTBO 0a/1710B
3a ogny padorty Bcero
Texyuuit KOHTpOIIb (6 cemecTp):
— mecmuposanue (memwt 1-5) 4 6anna 20 bannos
— n1abopamopnvle pabomul (memol 2-3) 10 6annos 20 6annos
— nabopamopuvie pabomul (memvi 4-5) 10 6annos 20 6annos




[IpomexxyTodHast aTTecTamus — SK3aMeH 40 6annos

(oK3amen no buremam)

HToro 3a cemecTp

100 6annos

[TepeueHb KOMIETEHIIUN C YKa3aHHEM TanoB UX (OPMUPOBAHHUS B IIPOLIECCE OCBOCHUS
JTUCIUTIIIMHBI IPEJICTABIISICTCS B BUJIEC TAOIHITBI:

Ne | Konmponupyemoie Koo xonmponupyemoii Haumenoeanue
n/n | pazoenvt OUCUUNIUHDL KomMnemeHuyuu OUEHOUHO020 cpedcmea
1. Temer 1 —5 OIIK-10; OIIK-12; YK-2 Ompoc
2. JlaGopatopusie 3ansatus 1 — | OIIK-10; OIIK-12; YK-2 Oruer 1o
4 (5 cemectp) 1a60paTOPHBIM
pabotam
3 Jlaboparopusie 3ansatus 1 — | OIIK-10; OIIK-12; YK-2 Otuer no
4 (6 cemectp) 71a00paTOPHBIM
paboram

[TomyueHHBIH COBOKYITHBIN pe3ynbTaT KOHBEPTHPYETCS B TPAIULIMOHHYIO IIIKATY OLIEHOK U B
HIKaJy OLEHOK EBpONENCKON CHCTEMBI IEPEHOCA U HAKOILJIEHUS KPEUTOB
(EuropeanCreditTransferSystem; ganee — ECTS) B cooTBeTCTBUM € TabIUIICH:

100-6ammpHast TpauionHas mKaa [kana
nIKasa ECTS
95— 100 A

83 o4 OTJIMYHO B

68 — 82 XOpOIIIO 3a4TEHO C

56 —67 D

50 55 YIIOBJICTBOPUTEIHHO E

20 —49 FX
019 HEYJIOBJICTBOPUTEIILHO HE 3aUTCHO F

5.2. KpI/ITepI/II/I BBICTABJICHUSA OLICHKHU 110 JUCIHUITIIMHC

Bamwasl/ | OueHka mo KpnTepuu oneHkH pe3yJibTaTOB 00y4eHHsI 10 JHCHUILIMHE

IIkajna | AMCHHUILINHE

ECTS

100-83/ OTJIMYHO/ BricraBnsiercst oOy4aronieMycsi, €Ciii OH TITyOOKO ¥ MPOYHO YCBOMJI TEOPETHYECKUH 1
AB 324TEHO MIPAaKTHYECKUH MaTepHall, MOKET IIPOJEMOHCTPHPOBATE 3TO Ha 3aHATUAX U B XOJ€E

NIPOMEKYTOUYHOH aTTecTaluu.

OOyyaronuiicst NCUEPIBIBAIOLIE U JIOTHYECKH CTPOWHO M3JIaraeT yueOHbI MaTepHal,
yYMeEeT yBS3bIBATH TEOPHIO C MPAKTHKOIL, CIIPABIISIETCSI C PELLICHUEM 3a/1a4
npodeccuoHaTLHOM HAIIPABICHHOCTH BHICOKOTO YPOBHS CIIOKHOCTH, MPABUIHHO
00OCHOBBIBAET MPUHSATHIE PEIICHHS.

CB00O0HO OpUEHTHpPYETCS B yueOHOU 1 TPO(hecCHOHAIBHON TUTepaType.

OueHka 1o AUCUHIUIMHE BBICTABIAIOTCS 00yYaloneMycs ¢ y4ETOM pe3yiibTaToB
TEeKyIIeH 1 MPOMEKYTOUHON aTTeCcTalny.

Komnerennuu, 3akperuiéHHbIe 3a TUCHUIITMHON, COPMUPOBAHBI HA YPOBHE —
«BBICOKUI».
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Banany/
HMIxana
ECTS

Onenka o
JTUCIHUILINHE

Kpurtepnu onieHKH pe3y1bTaToB 00y4eHHUsI 0 NUCHUILINHE

82-68/

Xoporro/
3a4TCHO

BricTaBiseTcss 00yJaromemMycs, €CIIi OH 3HAeT TEOPETUIESCKUH 1 MPaKTHIeCKAN
MaTepHall, FpaMOTHO U IO CYIIECTBY M3JIaraeT €ro Ha 3aHATHAX U B X0/
MIPOMEXKYTOUHOM aTTECTALlUHU, HE OIyCKasl CYIECTBEHHBIX HETOUHOCTEH.
OOy4aronuiicst PaBUJILHO IIPUMEHSET TEOPETHYECKUE MOJ0KEHHS IPU PELICHUH
MIPaKTHYECKHX 33124 Npo(ecCHOHAIBLHOM HAlPaBIEeHHOCTH Pa3HOTO YPOBHS
CJIOYKHOCTH, BJIaZIeeT HEOOXOAMMBIMH JJIsl STOTO HaBBIKAMH M PUEMaMH.
JlocTaTo4HO XOPOIIO OPUEHTHPYETCS B y4eOHOH 1 npoecCHOHATIBHON INTEepaType.
OueHKa 10 AUCIMIUIMHE BBICTABIAIOTCS 00y4aronieMycs ¢ y4éToM pe3yIbTaToB
TEKYLIEN U IPOMEXKYTOUHOM aTTECTAIUH.

Komnerenmmu, 3akperéHHble 3a TUCIUIITHHON, C(hOPMUPOBAHBI HA YPOBHE —
«XOpOIINNY.

67-50/
D,E

yIIOBIIETBO-
puTenbHO/
3a4TEHO

BricTaBnseTcss 00yJaromeMycs, €I OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHUECKUH 1
MIPAaKTUIECKUN MaTepHai, JOMyCKaeT OTAENbHbIC OMIOKH IIPH €T0 N3JI0KECHUHU Ha
3aHATHUAX U B X0JI€ IPOMEXYTOUHOM aTTeCTallUH.

OOyuarommiics UCIBITHIBACT OMPeeIEHHbBIC 3aTPYAHCHUS B TPUMEHCHUN
TEOPETUYCCKUX MOJIOKEHHMA IPU PEIICHUHU MPAKTHYCCKUX 3a1a4 MPO(ECCHOHATBHON
HAIPABJICHHOCTH CTAHAAPTHOTO YPOBHS CJIOKHOCTH, BJIaIceT HEOOXOAUMBIMHU JIJIsI
3TOro 0a30BHIMH HABBIKAMU U MPUEMAMHU.

JleMOHCTpHUpYeT JOCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOH IMTEPATyPhI 1O AUCHIUTIIIHHE.
OI1leHKa M0 AMCITUILUINHE BBICTABILIFOTCS 00YYarOIIEMyCs C YIETOM PE3yJIbTaTOB
TEKYIIEeH U IPOMEXYTOUHOMN aTTECTAIUH.

Kommnerenmn, 3aKperni€éHHbIC 32 TUCIUILIHHON, COPMHUPOBAHBI HA YPOBHE —
«JIOCTaTOYHBIIY.

49-0/
F.FX

HEYJIOBJIET-
BOPHUTEIHHO/
HE 3a4TEHO

BricraBnsercs: oOydaromeMycs, €CJId OH He 3HaeT Ha 0a30BOM ypOBHE TEOPETHIECKUI
1 MIPAKTUYECKUI MaTepHall, TOIMycKaeT IpyOble OMMOKH MPH €T0 M3JI0KEHUH Ha
3aHATHUAX U B XOJ€ MPOMEKYTOUHON aTTECTALINN.

OOy4aroIMiCst NCTIBITHIBACT CEPHE3HBIE 3aTPYAHCHHS B TPUMCHEHHN TEOPETHUECKIX
TMIOJIOKEHHUH TPH PEIICHUN MPAKTUUECKHUX 3a]a4 MPoeCcCHOHATBHON HaPaBICHHOCTH
CTaHIAPTHOTO YPOBHS CIO0XHOCTH, HE BIaJeeT HEOOXOIUMBIMH I 3TOTO HaBBIKAMH U
IpUEMaMHU.

JleMoHCTpHpYeT (parMeHTapHble 3HAHUSI Y4eOHOM JINTEPaTyphI 10 AUCIUIUINHE.
Or1ieHKa O AUCIUIUTHHE BBICTABIIIIOTCS 00yYaromEeMycsl C YIETOM Pe3yIbTaToB
TEKYIIEH U IPOMEKYTOUHOM aTTECTALIMHU.

Komnerennyn Ha ypoBHE «I0CTaTOYHBIIY, 3aKPEIUIEHHBIE 32 TUCLIMIUIMHON, He
c(OPMHUPOBAHBIL.

5.3. OI_ICHOLIHLIC cpeacTBa (MaTepI/IaJ'ILI) IJI TEKYHICTO0 KOHTPOJIA YCIIEBACMOCTH,
HpOMe)KYTOQHOﬁ aTTeCTallnuu o6yqa10m1/1xc;1 MO JUCIUITIINHE

IIpuMepHbIe KOHTPOJIBHBIE BONPOCHI VIS 3a4eTa - IpoBepka c(hOPMUPOBAHHOCTH

komnerennuii OITK-10, YK-2

KonTposabHbie Bonpochl IIpoBepsiemble
KOMIETeHIHH
1. bazoBble cepBUCH O€30MaCHOCTH. OIIK-10
2. Haznauenwme u nmpuHIMn paboThl yTHauThHl «Pesuzop 1». OI1K-10
3. Hasnadenue u nmpuHuun paboTsl yTUIUTHI «PeBu3op 2». OIIK-10; YK-2
4. Hasznauenue u npunuun padbotsl yruiintel ®UKC. OIIK-10; YK-2
5. Unentuduxanus, ayreHTU(GUKALNS U YIIPaBICHUE YIETHBIMU OIIK-10
sancssmu nonb3oBateneit B CYB]] Oracle.
6. Pasrpanmuenne nocryma B CYBJ] Oracle. OI1K-10
7. MannaTtHoe pasrpannuenue goctyna B OracleLabelSecurity. OIIK-10
8. Cxewma ayrentudurannn Hunxema-IIpenepa. OIIK-10
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9. TIporokon ayrentudukanuu Kerberos. OIIK-10
10.Ha3nauenue u npunIunsl padotsl Oracle Database Vault. OIIK-10; YK-2
11.JIuneiika npoayktoB OKb CAITIP. OIIK-10.3
12.Ha3nauenue u GyHKIMOHAIBHBIE BO3MOXHOCTH AMJI3 OIIK-10; YK-2
AKKODJIL.
13. Tuner CK3U u ux GpyHKIIMOHAIBHOE HAa3HAYCHHE. OIIK-10; OIIK-12; YK-2
14.JIuneiika npoykToB Ha peiake C3U. OIIK-10; YK-2
15. Apxurekrypa u coctaB C31 SecretNet. OIIK-10
16.Pa3rpanudenue g0CcTyma K ycrpoiictBaM B SecretNet. OIIK-10; YK-2
17.TlomHoMOYHOE yripaBiieHHe 1ocTynoM B SecretNet. OIIK-10
18.KonTpo:s mnenoctHocTH B SecretNet. OIIK-10
19. Konnenus 3aMKHYTOM MPOTPaMMHOM CPEJIbl, peajin3alius B OIIK-10
SecretNet.
20.CpezcrBa aHanmn3a 1 oMcKa ysa3BuMocteit XSpider u OIIK-10; YK-2
MaxPatrol.
21. Apxurektypa u coctaB SafeNet. OIIK-10
22.CocraB u HazHadyenue PCl CoGorb. OIIK-10
23.I1oustne «xoabna 3amuts» OC. OIIK-10; YK-2
24. AnmapaTHble TEXHOJIOTUU MOEPKKUA BUPTYaTH3AIIH. OIIK-10
25.[TpuHIUTIBI JOMEHHOM 3alHUTHI. OIIK-10
26.TToHsTHE 1 OCOOEHHOCTH POJICBOM MOJIMTUKHA OE30TTACHOCTH. OIIK-10; YK-2
27.TpaH3akIMOHHAS TAMATH ¥ 3anuTa nHpopmanuu B Cynep- OIIK-10; YK-2
OBM.

IIpumepHbIe 3a1aHUA U1 TECTUPOBAHMSA- IPOBEPKA C(POPMHUPOBAHHOCTH KOMIIETCHIM
OIIK-10; OIIK-12; YK-2

1. Hennio 3amuThl nHGOPMALUM SBJISTIOTCS:

a) npedomspaujerue ymeuku, UCKANCEHUs, YMPamol, OJOKUPOBAHUS UNU HE3AKOHHO20 MUPAHCUPOSAHUSL
ungopmayuu.

0) BHeJpEeHNE CTOPOHHUX MPOTPAMMHBIX areHTOB.

B) MPEIOTBPALICHUE YTCHNUS KypHAJIOB PETHCTPAIUH.

2. JloBepeHHast 3arpy3ka — 3T0:

a) CeTeBOE YCTPOICTBO, MOAKIIOUYAEMOE K MATEPUHCKOM MIaTe KOMITBIOTEpa.
0)3a2py3Ka_PAsIUYHbIX ONEPAYUOHHBIX CUCTEM MOAbKO C 3apaHee ONpeOeeHHbIX NOCHOSHHbLX
Hocumenel _ (Hanpumep, _MOAbKO _C__HCeCMKO20 _OUCKA) NOCIE  VCHEUH020 _346ePUleHUs.
CNEYUANbHBIX NPOYEOVP. NPOGEPKU YECIOCHHOCIU MEeXHUYEeCKUx U npocpammusix cpeocms 11K (¢
UCNONIb30BAHUECM  MEXAHUBMA __NOWA208020  KOHMPOIS _ UECIOCMHOCMU) U annapamuoul
udenmuurxayuy / aymenmu@durkayuy nojab3068ames .

B) 3arpy3ka OIEpalMOHHOW CHCTEMBI C BHEIIHUX HE3aperMCTPUPOBAHHBIX HOCUTENeH 0e3
KOHTPOJISI IIEJIOCTHOCTH 00pa3a oreparMOHHON CHCTEMBI.

IIpuMepHbIe BONPOCHI K IK3aMeHY - IpoBepka copmupoBanHocTr kKomrnereHuuid OITK-10;
OIIK-12; YK-2

KoHTpoJbHbIE BONIPOCHI IIpoBepsiembie
KOMIIETEHIIUH

1. Tlpeamer m 00BeKT 3amuThl nporpammHo-anmapaTHoit | OITK-10; OIIK-12; YK-2
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3amuThl. CBOWCTBA, BUIBI HH(GOPMAITUHU U €€ IICHHOCTb.

VYTeuka napopmanuu u e€ Buasl. Kanamsl yreuku.

OIIK-10; OIIK-12; YK-2

CeTeBo€E U MEKCETEBOE B3aNMOICHICTBUE.

OIIK-10; OIIK-12; YK-2

ITonutuka 0€3011aCHOCTH.

OIIK-10; OIIK-12; YK-2

Bpenonocusle nporpammel. KomnbioTepHble BUPYCHI.

OIIK-10; OIIK-12; YK-2

TpOSIHCKI/Ie KOHHU U CCTCBLIC UCPBU.

OIIK-10; OIIK-12; YK-2

Bpenonocusie nporpammel. [loTaliHble X0Abl U PYTKHUTHIL.

OIIK-10; OIIK-12; YK-2

@O IN@|O W

BPEJIOHOCHBIE MPOTrpamMMbl Jii MOOWJIBHBIX YCTpPOMCTB.
IIpoune BpeJOHOCHBIE IPOTPAMMBI.

OIIK-10; OIIK-12; YK-2

9. HaumeHoBaHHWE  BHUPYCOB.  DJIEMEHTHI
BPEJIOHOCHOT'O MPOTrPaMMHOT0 00ECTICYCHHSI.

3allIUThI oT

OIIK-10; OIIK-12; YK-2

10. Texnonorus Black u Whitelisting.

OIIK-10; OIIK-12; YK-2

11.CereBbie ataku. OOOOMIEHHBIN CIICHAPUI aTaKH.

OIIK-10; OIIK-12; YK-2

12. Ataku «0TKa3 B 00CITyKHBaHUN.

OIIK-10; OIIK-12; YK-2

13.Ataku Ha nportokousl [P, ICMP, UDP, TCP. I'eneparopst
atak. Ataka K. MuTtHuka.

OIIK-10; OIIK-12; YK-2

14.Knaccudukanuu yJanéHHbIX aTak.

OIIK-10; OIIK-12; YK-2

15. TexHoJIOrM MEXCETEBOTO IKPAHUPOBAHUSI.

OIIK-10; OIIK-12; YK-2

16.MeTtoapr 00X0/1a MEKCETEBBIX SKPAHOB.

OIIK-10; OIIK-12; YK-2

17.TpeboBanusi U TOKa3aTeNu 3aAIIUIIEHHOCTH MEXCETEBBIX
JKPAHOB.

OIIK-10; OIIK-12; YK-2

18.TecTupoBaHne MEKCETEBBIX YKPAHOB.

OIIK-10; OIIK-12; YK-2

19. CymnocTs BupTyanu3anuu U 00JauHbIX TEXHOJIOTUH.

OIIK-10; OIIK-12; YK-2

20. TynnenupoBanue. [Ipotokonsl VPN kaHanbHOTO ypoBHSI.

OIIK-10; OIIK-12; YK-2

21.ITpotokou IPSec.

OIIK-10; OIIK-12; YK-2

22.IIpoTokomn obmeHa MHTEPHET-KI0YaMHU. [Tpumep | OIIK-10; OIIK-12; YK-2
npuMeHeHus nporokosa IKE.

23.Ilpotokon  ayreHTu(ukauumum  3arosoBka.  [Iporokon | OIIK-10; OIIK-12; YK-2
0e30macHON  WHKANCYJISAIHWW  COJNEPKUMOTO  TaKeTa.

CoBMecTHOE ncnosp3oBanue npotokonaos ESP nu AH.

24.OcHOBHBIC THIBI 3alIMIIEHHBIX cBs3eil. [IpoTokomsr VPN
TPAHCIIOPTHOTO YPOBHSI.

OIIK-10; OIIK-12; YK-2

25. Kpunronuiro3sl.

OIIK-10; OIIK-12; YK-2

26.Mudpactpykrypa PKI

OIIK-10; OIIK-12; YK-2

27.Mojenu cucteM 0OHapyKEeHUs! BTOP>KEHUI.

OIIK-10; OIIK-12; YK-2

28.Knaccudukanus cucreM 0OHapyKEHUS! BTOPIKEHHH.

OIIK-10; OIIK-12; YK-2

29.006HapyKeHHe CUTHATYp ¥ OOHApY)KEHUE aHOMAJIHH.

OIIK-10; OIIK-12; YK-2

30.Cucrema oOHapyKeHUsS] BTOPKEHHIA Snort.

OIIK-10; OIIK-12; YK-2

31.Meroapt DataMining. MeToasl TEXHOJOTMH MOOMIBHBIX
areHTOB ¥ IMIOCTPOCHUS IMMYHHBIX CHCTEM.

OIIK-10; OIIK-12; YK-2

32.Metoasl  DataMining.  IIpumenenue
AITOPUTMOB M HEMPOHHBIX CETEH.

TCHCTUYCCKUX

OIIK-10; OIIK-12; YK-2

33.MeToapl OOHapyKEeHHsI BTOP)KEHHWI Ha OCHOBE aHalM3a
3aIMIIEHHOCTH, aHajIM3a LEJIOCTHOCTH. BcroMoraTenbHble
CpelicTBa OOHAPYKEHUS.

OIIK-10; OIIK-12; YK-2

34.Metonpl 00X0/1a ccTeM OOHAPYKEHHSI BTOP>KEHUH.

OIIK-10; OIIK-12; YK-2

35. TectupoBanue cucteM 0OHAPYKEHUS] BTOPIKEHHIA.

OIIK-10; OIIK-12; YK-2

36. CucTtembl IpeynpeKIeHUs BTOPKEHU N

OIIK-10; OIIK-12; YK-2
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IIpumepHbIe 3a1aHUA U1 TECTUPOBAHUA-NIPOBEPKA ¢(POPMHUPOBAHHOCTH KOMIIETEHIMH
OIIK-10; OIIK-12; YK-2

1. ITporokon IPSec padoraer Ha kakom ypoBHe Mojaeaun OSI:
a) Ha cemegoM YpogHe.

0) Ha KaHAJILHOM YPOBHE.

B) Ha (PU3NYECKOM YPOBHE.

2. Pyrkur — 3710:

a) KOMIIBIOTEPHBIN BUPYC.

0) Habop  npocpammHblX __cpeocmé _ (Hanpumep, UCNOIHAEeMbIX  (aiiios,  CKpunmos,
Konuaypayuonnsvix @Qatinos), obecneyusarouux. Mackuposky obbexkmos (npoyeccos, gaiinos,
Kamajio208, 0paueepos); ynpasieHue (CooOblmusmu, npouUCXo0smumy 6 _cucmeme),coop OanHblx
(napamempos cucmembt).

B) peKJIaMHOE MTPOTrPaMMHOE O0eCTICueHUE

6. YueOHO-MeTOAuYecKoe 1 MH(OpMAIITUOHHOE 00ecTiedyeHue TN CIIUTIITUHbI

6.1. CIMCOK HCTOYHUKOB U JINTEPATYPHI
Hctounnku
OCHOBHBIE
1. ®enepanpubiii 3akoH oT 27 utons 2006 r. Ne149-03 «O06 undopmaiuu, HHOOPMALIMOHHBIX

TEXHOJIOTHSX W O 3amure WHpopManum». [DIeKTpoHHBIM pecype]| : Pexum mocrtyna :
http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBoboaHbBIN. — 3ari. ¢ dKpaHa.
2. @enepanbhblii 3akoH or 27 wmrons 2006 . Nel52-®3  «O mepCoOHaNBHBIX JTAHHBIX)
[DneKTpOHHBII pecypc] : Pexum JIOCTyTIa
http://www.consultant.ru/document/cons_doc LAW_ 61801/, cBoOoaHbIif. — 3ari. ¢ 9KpaHa.
3. ®enepanbublii 3akoH oT 6 ampenst 2011 r1. Ne63-®3  «OO 3MeKTPOHHONW MOIIMHUCK.
[DN1eKTpOHHBIN pecypc] : Pexum JIoCTyna
http://www.consultant.ru/document/cons_doc LAW 112701/, ceo6oansbIii. — 3ari. ¢ 3kpaHa.
4. ®enepanbubiii 3ak0H oT 27 aexadpst 2002 r. Nel84-d3 «O TeXHUUECKOM PETYIMPOBAHUN
[DneKTpOHHBII pecypc] : Pexum JIOCTyTIa
http://www.consultant.ru/document/cons_doc LAW 40241/, ceoGoanbIN. — 3ari. ¢ sKpaHa..

Jluteparypa
OCHOBHasl

1. Xopes, II. b. IIporpamMHo-anmnapaTHas 3amuTta uHpopmauuu : ydedHoe mocodbue / I1.b.
XopeB. — 3-e¢ uznm., ucnp. u gon. — Mocksa : UHOPA-M, 2022. — 327 c. — (Beicmiee
obpazoBanue: bakanaspuat). — DOI 10.12737/1035570. - ISBN 978-5-16-015471-8. - Tekcr :
anektponHbiii. — URL: https://znanium.com/catalog/product/1865598. — Pexxum nmocryma: mo
MOJIIIHCKE.

2. Mapmakos, /. B. IlporpammHo-anmapaTHble CpeacTBa 3alluThl MH(QOpMaNWU : ydeOHOoe
nocoowue / JI. B. Mapmaxkos, /I. B. ®atxu. — PoctoB-Ha-Jlony : Jonckoii ['TY, 2021. — 228
c. — ISBN 978-5-7890-1878-1. — Tekct: omekTpoHHBIH / JlaHb : 3JIEKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/237770. — Pexum mocryma:
JUIs1 aBTOPH3. MOJIb30BaTENEH.
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3. IIporpamMmMHO-anmapaTHbIe CpeACTBa 3alIuThl WHPopManuu : ydeOHoe mocobme / JI. X.

MudraxoBa, A. P. KacumoBa, B. H. KpacunpaukoB [u ap.]. — Cankr-IlerepOypr :
Wutepmenus, 2018. — 408 c. — ISBN 978-5-4383-0157-8. — TekcrT : anexTponHslii // Jlanp
: 2JeKTpoHHO-OMOnmoreunas cuctema. — URL: https://e.lanbook.com/book/103200. —

Pexum nocrtyna: 11t aBTOpU3. IOJIb30BATENEH.

JononauTenpbHas
4, Kazapun, O. B. IIporpammHo-anmapaTHble CpeIACTBa 3allUThl HHPOPMAIHMH. 3alluTa

MIPOrpaMMHOTO OOecredeHus: y4eOHUK W mpakTukym s By3oB / O. B. Kazapun, A. C.
3a6a0ypuH. — Mockaa : M3narensctBo IOpaiit, 2020. — 312 ¢. — (Bsicmee o6pa3oBanue).
— ISBN 978-5-9916-9043-0. — Texkcr: snektponnsiii / ObC HOpaiit [caiiT]. — URL:
https://urait.ru/bcode/452368

5. llernos, A. 0. 3amura MHpOpPMALUU: OCHOBBI TEOPHM: Y4YEOHHMK aisi OakalaBpuarta |
maructpatypsl / A. 1O. lernos, K. A. lllernoB. — Mocksa: U3natensctBo KOpaiit, 2020. —
309 c. — (bakanaBp m maructp. Akanemuueckuii kypc). — ISBN 978-5-534-04732-5. —
Tekcer : anextponnsiii / DBC KOpaiit [caiit]. — URL: https://urait.ru/bcode/449285

6. anerun, B. ®@. KommiekcHas 3amura nHQOpMaIK B KOPIIOPATUBHBIX CHCTEMaX : y4eOHOe
noco6ue / B.®. [llanbrun. — Mocksa : ®OPYM : UTHOPA-M, 2022. — 592 c. — (Bsiciiee
obpasoBanue: bakamaBpuar). - ISBN 978-5-8199-0730-6. - Tekcr : anmekrponnsiii. - URL:
https://znanium.com/catalog/product/1843022. — Pexxum ocTyma: mo moImucKe.

6.2. [lepeuens pecypcoB nHGOPMALIMOHHO-TEIEKOMMYHUKAITMOHHOM ceTu «HTepHET».

1. Odunmanensiii caiit ®CTIK PO [Dnexrponnslii pecypc] : Pexxum
nocryma: http://www.fstec.ru/, cBo00HBIIA. — 3ari. ¢ SKpaHa.

2. Caiit xomnaanu OKB CAIIP [DnexTpoHHsIi pecypc] : Pexum moctyna:
http://www.okbsapr.ru/, cBo6omHbIi. — 3ari. ¢ 3kpaHa.

HanunonansHast snektponHast oubnmoreka (HOB) www.rusneb.ru
ELibrary.ru Hayunas snektponHnas 6ubnmorexa Www.elibrary.ru
OnextponHas 6ubnuoreka Grebennikon.ruwww.grebennikon.ru
Cambridge University Press

ProQuest Dissertation& Theses Global

SAGE Journals

TaylorandFrancis

JSTOR

6.3 IIpodeccuonanbubie 6a3bl JAHHBIX U HHGOPMANMOHHO-CIIPABOYHBIE CHCTEMbI

Joctyn k npodeccuoHanbHbIM 0a3am maHHbIx: hitps:/liber.rsuh.ru/ru/bases

WHdopManinoHHbIE CIPAaBOYHBIE CHCTEMBI:
1. KoncynbranT [lmtoc
2. Tapant

7. MaTepuajibHO-TEXHUYECKOe o0ecnevyeHne TUCHUUIIMHBI
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https://liber.rsuh.ru/ru/bases

I[JIH O6CCHCLICHI/ISI JUCHUITIIMHBI HCIIOJIB3YCTCA MaTCpHUAJIbHO-TCXHUYCCKAA 63.33.
00pa30BaTENLHOTO YUPEKICHUS:

1) i NEeKUMOHHBIX 3aHSATHH - ydeOHas ayquTOpHs, JOCKA, KOMIBIOTED WM HOYTOYK,
MPOEKTOP (CTAIMOHAPHBIN WM MEPEHOCHOMN) 1715l AEMOHCTPALMU YU€OHBIX MaTEpPUAJIOB.

CocraB mporpaMMHOT0 00€CIICYCHHS:

1. Windows
2. MicrosoftOffice
3. Kaspersky Endpoint Security

Jyist mpoBeIeHus 3aHATHH JIGKIIMOHHOTO TUTIA TIPEJIaraloTCsl TEMATHUECKUE WILTIOCTPAIINH B
dbopmare npezeHTaruii PowerPoint.

2) aust 1abOPATOPHBIX 3aHATHH — KOMITBIOTEPHBIH KJIacC WK 1a00paTopusl, T0CKa, IPOCKTOP
(crauMOoHAapHBIM WJIM TEPEHOCHOH), KOMIBIOTEp WWIM HOYTOYyK JUIsl IpernojaBaTels,
KOMITBIOTEPBI /17151 00y4arOLIIXCS.

COCTaB IIporpaMmMHOro 066CHC‘ICHI/I${Z
Windows

Microsoft Office

Kaspersky Endpoint Security
Mozilla Firefox
MicrosoftSharePoint 2010
SecretNetStudio 8.4

Dallas Lock 8.0

Vmware Player 15.5 + T'octeBas OC CentOS 7
. Open VPN

10. Wireshark 3.0

11. Snort

12. HabopMDO:

Avast firewall

Avira firewall

Comodo firewall

DrWeb Security suite
Zone Alarm firewall
OutPost firewall
McAffeTotalSecurity
Avg-internet-security

©CoNoak~wWNE

8. Ob0ecneuyenne 0Opa3oBaTeJLHOIO MPOLECCA IJIS JIMI C OTPAHMYEHHBIMHU BO3MOKHOCTAMH
310pOBbS

B xoze peanuzanuu IMCUUIITMHBI KCHIOIB3YIOTCS CIEAYIOLIUE JOTIOTHUTENbHBIE
METOBI 00YUEHUSI, TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH ¥ TIPOMEKYTOUHOM aTTeCTalluu
00yJaromuXxcsl B 3aBUCUMOCTH OT UX MHIUBUIYaTbHBIX OCOOCHHOCTEH:
® IS CHEMNBIX U CIIA00BUAAIINX:
— JIeKIIMA  OPOPMIISIFOTCS. B BHJIE DJEKTPOHHOTO JOKYMEHTa, IOCTYIMHOTO C ITOMOIIBIO
KOMIThIOTEPA CO CHEIUATU3UPOBAHHBIM IPOTPAMMHBIM 00CCIICUCHHEM;
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— IMCbMEHHBIE 3a/laHusl  BBIIOJHAIOTCA HAa KOMIIBIOTEPE CO  CIEHUAIM3UPOBAHHBIM
IPOTrpaMMHBIM 00€CIIEUeHUEM, HJIM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecrnieurBaeTCsl MHAUBUAYyAIbHOE paBHOMEpHOE ocBerieHne He meHee 300 rokc;

— ISl BBIMOJIHEHUS 3a/JaHusl NP HEOOXOAMMOCTH IPEIOCTaBISIETCsS YBEIMYUBAIOIEEe
YCTPOMCTBO; BO3MOXHO TAK)KE€ HCIIOJIb30BaHHE COOCTBEHHBIX YBEINYHBAIOIINX YCTPOICTB;

— MMUCbMEHHbIE 3a/1aHUs 0(OPMIIAIOTCS YBEIIMYEHHBIM HIPUPTOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOM (hopMe HMIIM BBIOJHSIOTCS B MUCBMEHHOH (opme
Ha KOMIIBIOTEpE.

® Ui TIYXHX U CIa0O0CTBIIIANIHX:

—JIeKUud Oo(OpMIISIOTCS B BUAE 3JIEKTPOHHOIO JOKYMEHTa, JMOO IpenocTaBisercs
3BYKOYCHWJIMBAIOILAs allapaTrypa UHAUBUAYAIBHOTO TI0JIb30BaHUS;

— MMCbMEHHBIE 3a/1aHUs BBIIOIHAIOTCA HAa KOMIIBIOTEPE B MMCbMEHHOH (hopme;

—9K3aMEeH M 3auéT NPOBOIATCS B NHUCHMEHHOW (opMe Ha KOMIBIOTEpE; BO3MOXKHO
npoBesieHue B (hopMe TeCTUPOBAHHUS.

e JUIs JIML C HAPYLIEHUSIMU OIOPHO-/IBUraTEIbHOIO anapara:

— JIEKUUU O(QOPMIISIOTCS B BHJE OJEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C MOMOIIBIO
KOMITbIOTEpA CO CHELMATU3UPOBAHHBIM [IPOrPaMMHBIM 00eCIIeUeHUEM;

— IMCbMEHHBIE 3a/laHusl BBINOJHAIOTCA HAa KOMIIBIOTEPE CO  CIEHUATM3UPOBAHHBIM
IPOTrpaMMHBIM 00€CIIEYCHHEM;

—9K3aMEH U 3a4€T MPOBOJATCS B YCTHOH (pOpME MM BBIOJHSIOTCS B MMCBMEHHOH (Qopme
Ha KOMIIBIOTEpE.

[Ipu HEOOXOIMMOCTH MPEyCMaTPUBAETCS YBEIMUEHUE BPEMEHH IS [TOJrOTOBKH OTBETA.

IIponienypa  mpoBeieHUsT ~ HPOMEXYTOUHOM  arrecTamuu Uil OOy4aroLIUXCs
YCTaHABIMBACTCS C Y4Y€TOM WX HMHIUBHIYaJbHBIX ICUXO(PHU3MUECKUX OCOOCHHOCTEH.
[TpomexyTouHas aTTecTalysi MOKET IPOBOAUTHCS B HECKOJIBKO HTAIOB.

[Ipu nmpoBeneHun npoueaypsl OLIEHUBAHUS PE3YIBTATOB OOYUYEHHS MpPEAyCMaTpUBAETCS
UCTIOJIb30BAaHNE TEXHUYECKUX CpEACTB, HEOOXOJUMBIX B CBA3M C HWHAUBUAYaJIbHBIMU
OCOOCHHOCTSAMHU OO0Y4YalOIIUXCsl. DTU CPEeACTBa MOTYT OBITh IPEIOCTABIEHbI YHHUBEPCUTETOM,
WA MOTYT MCIIOJIb30BAThCSI COOCTBEHHBIE TEXHUUECKHE CPECTBA.

[IpoBenenure mpoueAypbl OLEHUBAHUS  pe3ylbTaToB  OOy4YeHHUS  JIOMYCKaeTcs C
UCIIOJIb30BaHUEM JAMCTAaHIIMOHHBIX 00pa30BaTeIbHbBIX TEXHOIOTUH.

ObecnieunBaeTcst 10CcTyl K MH(GOPMALMOHHBIM M OMOIMOrpaduuecKuM pecypcam B CETH
WuTepHer Ui Kaxaoro oOydaromierocs B (opMax, aJalTHPOBAHHBIX K OrpaHHUYEHHSIM HX
3/10pOBbs U BOCTIPUATHUS HHPOPMAIUH:

® IS CJICIIBIX U CIa0OBUIAIIUX:

— B 11e4aTHOM (hopMe yBEIMUYEHHBIM HIPUPTOM;
— B (hopMe 3JIEKTPOHHOT'O IOKYMEHTA;

— B opme ayauoaiina.

® JUIS TIIYXUX U CIa0OCIbIIIAIINX:

— B IIe4aTHOM opme;

— B (popMe PIIEKTPOHHOTO TIOKYMEHTA.

e s 0O0YYarOMIMXCs C HApYLIEHUSIMU OIOPHO-/IBUTaTEILHOTO afmapara:
— B IIeYaTHOM opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.

VYyeOHble ayIUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSITEIbHON paboThl, HayyHas
O0uOIMoTeKa W MHBbIE TOMEUICHUs NIl O0y4YeHHs] OCHAIIEHbI ClelHaIbHbIM 000pyJIOBaHUEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHUMHU CPEICTBAMU O0YUEHUS:

® IS CHEMNbBIX U CIIA00BUAAIINX:
— YCTpOMCTBOM JIsl ckKaHUpoBaHus U ureHus ¢ kamepoit SARA CE;
— nuctneem bpaiings PAC Mate 20;
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— npuHtepoM bpaiins EmBrailleViewPlus;
® IS TIyXHX U CIa0O0CITBIIAIINX:
— aBTOMAaTHU3MPOBAHHBIM pabOYMM MECTOM JUId JIIOIed C HapylleHHeM CiyXa H
cl1aboCTbIIAIINX;
— aKyCTHUYECKUH YCHIIUTENb U KOJIOHKH;
e st 00yYarONIMXCsl ¢ HAPYIICHUSIMH OIIOPHO-ABUTATEIFHOTO arnmapara:
— MePEABMKHBIMHU, PETYIHPYEMBIMH dproHoMudeckumu napramu CHU-1,
— KOMITBIOTEPHOM TEXHUKOM CO CHEIMaIbHBIM IIPOrPAMMHBIM 00eCIIeUeHHEM.

9. MeToauveckue MaTepuaJbl

9.1. Il;manpl 1abGOPaTOPHBIX 3aHATUI
- nmpoBepka chopmupoBanHocTr komneteHui OI1K-10; OITK-12; YK-2

Tembl yuyeOHOW AMCHMILIUHBI MPEIyCMATPUBAIOT MPOBEACHUE JTaOOPATOPHBIX pabOT, KOTOPbHIE
CIIy’KaT Kak LeJIIM TEKYILIEro U MPOMEKYTOYHOI'0 KOHTPOJISI 3a IMOATOTOBKON CTYAEHTOB, TaK U
HEeIsIM TIONyYeHHUS! MPAKTUYECKHMX HABBIKOB TMPUMEHEHUS METOJOB BBIPAOOTKH pEIICHHUIA,
3aKperyieHUus] M3y4yeHHOro MaTepuana, pPa3BUTUS YMEHUM, NPUOOPETEHHUs OIbITa pEelIeHUs
KOHKPETHBIX MP0o0JIeM, BeACHHUS IUCKYCCUI, apryMEHTAIMH U 3alIUThl BBIOPAHHOTO PEIICHUSI.

Llenpto  1mabopaTOpHBIX pabOT SABJISIETCS 3aKPEIUICHHE TEOPETHYECKOro Marepuaia |
HpI/IO6pCT€HI/I€ MPAKTUYCCKUX HABBIKOB HCIIOJb30BaHUA MCTOAOB IIPUMCHCHHUSA IIAKCTOB
KOMITBIOTEPHOH MaTeMaTHUKH B MPO(ECCHOHAIBLHOW JIEATCILHOCTH, NMPUMEHSATh HABBIKH JIJIS
npuHATHS HamOosnee >(PPEeKTHBHBIX PEUICHUH B YCIOBHUSX OBICTPO MEHSIOMICWCS PealbHOCTH,
JUTsE OBICTPOM a/IanTAllMU K U3MEHSFOIIUMCS YCIIOBUSM JIESITEILHOCTH.

TemaTtuka 1a00paTOPHBIX paOOT COOTBETCTBYET IIPOrpPaMMe Kypca.

S cemecTp

JlaGopaTopHnas padora 1 (8 4.). OcHOBHbBIE CepBHCHI 6€30MAaCHOCTH- TPOBEPKA
chopmupoBannocT kommnereniuit OIIK-10; OIIK-12; YK-2

Lenb pabomul: NoTy4YeHNE MPAKTUYECKUX HABBIKOB O CEpPBHCAX 0€30MaCHOCTH COBPEMEHHBIX
MIPOTYKTOB.

Vkazanus no evinonnenuro 3a0anus; 0OpaTUTh BHUMaHNE Ha 0a30Bble MEXaHU3MbI peaTu3aliu
3aIUTHI.

Buinonnenue 3aoanus:

B xone npaxkTrueckoi paboThl CTYI€HThI 3HAKOMSTCSI C OCHOBHBIMH MOAX0/AaMHU B 00J1aCTH
peanu3aluy cepBUCOB 0€30MMaCHOCTH ONepallMoHHOM cucTeM Ha pumepe CentOS 7.
Konmponvhule sonpochi.

1. TTonsiTue cepBuc 6€30MaCHOCTH.

2. ApXHTEKTypa peau3aIii CEpBUCOB 0€30TaCHOCTH.

3. OYHKIIMOHAIBHOCTb CEPBUCOB OE30MACHOCTH.

JlaGopaTopHuas padora 2 (8 4.). CpeacrBa ayrenrudpukanuu u uanenrupuxanuu MMAC3U
3ammThl oT HC/I- mposepka chopmupoBanHoctr komnetennuid OITK-10; OITK-12; YK-2
Lenv pabomwl: TONyYSHHNE MPAKTUIECKUX HABBIKOB B pa3pabOTKe U IKCIUTyaTallMH CPEACTB
ayTeHTH(UKAIUU U UACHTH(DUKAIIH.

Vrazanus no evinonnenuro 3adanus; 0OpaTUTh BHUMaHKE HA IPUKIATHBIE 00JaCTH IPUMEHEHUS
CPEJICTB 3aIUTHI MPOTPAMMHOTO 00€CTICUCHUS.

Bvinonnenue 3aoanusi:
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B xone nmpakTrueckoit paboThI CTYIEHTHI 3HAKOMSITCS C IITATHBIMH CPEACTBAMHU
ayTeHTHU(UKAIUU U UICHTH(PUKAIIIH .

Koumponvuvie sonpochwi:

1. ®OyHKIUUXSITUPOBAHUS TTAPOJICH.

2. Ilonutuku 6€30MacHOCTH U UX peanu3anus B coBpeMeHHbIX OC.

3. Mexanu3mbl uaeHTr(uKanuu mons3oBatencii B [ITAC3U SecretNetStudio.

4. Unentudukarus noas3oBareneii B [IAC3U DallasLock.

Jlaboparopuas padora 3 (8 u.). Perncrpanus co6biTuii 6e3onacaoctu [NAC3H 3amursl oT
HCJ- nposepka chopmupoBanHoctr komneteHuin OIMK-10; OITK-12; YK-2

L]env pabomul.: IONy4YeHHE MTPAKTUUECKUX HABBIKOB B MPOBEACHUU ayIUTA U PETUCTPALUH
coowrTuii Ub.

VYkazanus no evinonnenuro sadanusn; o0paTuTh BHUMaHKe Ha 00s3aTenbHOCTh TpeOoBaHmil PJ]
OCTIK Poccun «3amura 0T HECAHKIIMOHUPOBAHHOTO JocTya K nHpopmarmu. Yacts 1.
[TporpamMmmHoe obecrieueHre cpeacTB 3amuThl nHpopManuu. Kinaccudukaims no ypoBHIO
KOHTPOJIS HEJIEKJIAPUPOBAHHBIX BO3ZMOXKHOCTEM.

Buvinonnenue 3a0anus:

B xone npaxkTrueckoit paboThl IPOBOIUTCS ayAUT U aHAIU3UPYroTCs coobiTusa b Ha npenmer
yrpo3.

KoumponvHuie 6onpocui:

1. Ilouarue ayaut 6e30macHOCTH

2. Knaccugmukarus coosrruii Ub Ha mpeamer yrpos.

3. CocraBiieHHE OTYETa O IPOBEJACHHOU ayAUTE.

4. PaboTa ¢ )xypHaiamu 0e3onacuoctu. Hactpoiika ayaurta B [TAC3U DallasLock u
SecretNetStudio.

Jla6oparopuas pa6ora 4 (8 4u.). Cpeacraa kouTpo.s uejsocrioctu [TA3CH 3amuThl o1
HCJI- nposepka copmupoBannoctr komrereHmii OITK-10, YK-2

Llenv pabomul: OTyYeHNE PAKTUICCKAX HABBIKOB B UCCIIEIOBAHUH CPEJCTB KOHTPOJIS
LIEJIOCTHOCTH.

Vxazanus no evinonnenuro 3a0anus; 0OpaTUTh BHUMAaHNE Ha COBPEMEHHBIE TPOTPAMMHO-
anmaparHble CpeJCTBa KOHTPOJIS LIETOCTHOCTH.

Bvinonnenue 3aoanusi:

B xozne npaktudeckoit paboThl CTyI€HThl IPUOOPETAIOT HABBIKK pabOTHI CO CPEACTBAMU
TapaHTUPOBAHHOTO YIAJICHUA I/IH(bOpMaIII/II/I, 3HAKOMSTCA C MIPUHIHUIIAMU KOHTPOJIA HETOCTHOCTHU
I10.

Konmponvhuvle 6onpocwi:

1.CpencrBa 10BEpEHHOM 3arpy3KH.

2. [Monstue BIOSH Mexanu3Mbl KOHTPOJIs mestocTHOCTH OC Ha ATarne 3arpy3Ku.

3. Ilpumepsl nonysipHbIX Ha peiHKE perteHnit 10 mo KOHTPOIIO 1eT0CTHOCTH.

6 cemecTp

JlaGopatopHnas padora 1 (4 4.). UccnenoBanue Tpadpduka c nomoubio cHuggepa -
npoBepka copmupoBanHocTr komrrereHui OITK-10; OTTK-12; YK-2

3agaHus:

1. Ilpoananu3upoBaTh BO3MOXHBIE yrpo3bl 1 ataku Ha AVC opranuzanum.

2. Uzyuenue tpadduka c momourpro WireShark.

VKka3aHus 10 BBIIOJIHEHHIO 33/ITaHUN:

1. V3yunTh TEOpETHUECKUN MaTEPUAI 110 TEME.
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2. OTBETUTH HAa TEOPETUUECKHE BOIIPOCHI B KOHIIE JTA0OPATOPHON PabOTHI

Jladoparopnasi padora 2 (4 4.). UccienoBanue MeTo10B ceTeBOi GUIbTPAIlUM HA IPpUMepe
Habopa MexkceTeBbIX 3kpanoB OC Windows- nposepka chOpMHPOBAHHOCTH KOMITETCHIIUI
OIIK-10, OIIK-12, YK-2

3amanus:

1. Hacrpoiika u koHpurypupoBanue MmexcereBoro skpana st OC Windows.

2. Coznanue 1eMUIUTapU30BaHHON 30HBI.

3. TectupoBanue HyHKINOHATHHOCTH.

VYka3aHusl 110 BBIIOJIHEHUIO 3a/IaHUM:

1. V3yunTh TEOPUTHUECKU MATEPUAI 10 TEME.

2. OTBETUTH Ha TEOPUTUUECKHE BOIIPOCHI B KOHIIE JIa00paTOPHO paboThI

3. Odopmuts oTU€T MO TAbOpPaTOPHOI padoTe.

JlaGopaTopHnas padora 3 (4 4.). UccnenoBanue 3amumenHoctn OC Linux na mpumepe

iptables - npoBepka chopmupoBannoctd kommereniuii OITK10, OITK-12, VK-2

3anaHus:

1. Hactpouts Ge3omacHoe B3aumoeiicTeue AByx IP-cereit mexay coboit uepe3 ceTh 0011ero
nons3oBanus (MHTEpHET), cpepcTBamMu mporpaMmmHoro npoaykra OpenVPN.

2. CoznaTh KJIIOYH U cepTU(UKATHI 0€30MaCHOCTH.

3. Hactpouts konpurypanuonssiii gaitn VPN-kmuenra.

4. HactpouTs iptables. IIpoBeputh nprMeHeHHE MPaBUIT QUIBTPALIHH.

Yka3zaHus 10 BBINOJHEHUIO 3aJaHUM:

1. V3yuuTh TEOpETHUECKUN MaTepUa 1o Teme.

2. OTBETUTH HAa TEOPETUIECKHE BOIIPOCHI B KOHIIE JTA0OPATOPHON PabOTHI

3. Odopmuts oTuéT MO MabOpaTOpHOIL pabdoTe.

JlaGopaTopHas pa6ora 4 (4 4.). CpeacTBo o0Hapy KeHUs] BTOPaKeHUsI SNOIt - mpoBepka
chopmupoBannocT komrereniuii  OITK-10, OIK-12, YK-2

3agaHus:

1. YcranoBuTh cucreMy OOHapyKe€HUs BTOp>KEHUH Snort

2. Hactpoutsb Snort nmoj 3ajjauu opraHu3alyu.

VYKa3aHus 110 BBIIIOJIHEHHIO 33IaHUN:

1. M3yuuts TeOpeTHUECKUI MaTepua Mo TeMe.

2. OTBETUTH Ha TEOPETUIECKHE BOIIPOCHI B KOHIIE JTA0OPATOPHOU PabOTHI

3. Odopmuth 0TYET 1O TabOpaTOpHOI paboTe.
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Ipunoosicenue 1. Annomayus pabouet
npocpammuvl OUCYUNTUHDBL

AHHOTAIIUSA PABOYEN ITPOTI' PAMMBI JIUCIIUILIAHBI

Hucuurummna «[IporpaMMHo-anmapaTHble CpeicTBa 3allUThl HH()OpMAaIUNy pean3yercs Ha
dakynprere MHPOPMAIMOHHBIX CHUCTEM H 0€30MacCHOCTH Kadeapod KOMIUIEKCHON 3alluTh
uHpopmanuu.

[lenp IUCUMIUIMHBL DPA3BUTh Yy CIOylIaTeNIed IOAXOX K pPEIICHHIO TEXHUYECKHX 3a1ad
pOTpaMMHO-aNIapaTHOHN 3aIUThHl HHPOPMAITIH.

3agaun: M3y4eHUE OCHOB IOCTPOEHMS MOJCHUCTEM MH(OPMAIMOHHOM 0€3011aCHOCTH, OCBOCHHE
OPUHIUIIOB  HCIOJIB30BaHUA TMPOTrPAaMMHO-ANMAPATHBIX CPEACTB  3allUThl  WH(pOpMAIHH,
BbIpabOTKa YMEHUH IPOBEIEHHS OLIEHKH 3aLUILEHHOCTH HHPOPMALIMOHHBIX CUCTEM.
JucuuruimHa HarpaBieHa Ha pOPMUPOBAHUE CIEIYIOIIUX KOMITCTEHIIHIA:

e VK-2 — CnocoleH ompenensars Kpyr 3ajad B paMKax MOCTaBJICHHOW €M U BBEIOMpATh
ONTUMAJIbHBIE CHOCOOBI WX PELICHUS, MCXOAS M3 JCHCTBYIOUIMX MPAaBOBBIX HOPM,
UMEIOIUXCS PECYPCOB U OTpaHUYCHHIA

e OIIK-10 — Cnoco0OeH B KayecTBe TEXHHUYECKOTO CIEIMAJNCTa MPHUHUMATh y4acThUE B
(GOpMUPOBAaHUM TOJNHUTHKH HH(POpMANMOHHONW 0E30HacHOCTH, OpPraHU30BHIBATH U
NOJ/ICP’)KUBATh BBHIMOJIHEHHE KOMILJIEKCAa Mep M0 OOecledeHrut0 HH()OPMAIMOHHON
0€30MacHOCTH, YIPABISATH MIPOIIECCOM HX PeaTH3alui Ha OOBEKTE 3aIUThI

e OIIK-12 — CriocobeH mpoBOIUTH MOATOTOBKY MCXOAHBIX JaHHBIX JUISI TIPOSKTUPOBAHHUS
MOJCHCTEM, CPEICTB OOecredeHus: 3aluThl  MHPOPMAUMU H I TEXHUKO-
SKOHOMUYECKOT0 00OCHOBAHHUS COOTBETCTBYIOIINX MTPOCKTHBIX PELICHUH

B pe3ynbraTe 0CBOGHUS NUCILUILIMHBI 00YYatOLIUICs JOIKEH:

3HaTh: APXUTEKTYpPy IOJCUCTEM O€30MacHOCTH, CMbICA 0a30BBIX TMOHATHH, TakuX Kak
UJCHTUPUKAIMS U ayTeHTU(UKAIUS, pa3rpaHUYeHne AOCTyNa U T.J.; MPOTOKOJIBI JIOKAIBHOW U
CETEeBOM ayTeHTU(UKAIIH.

YMeTh: OCYIIECTBIIATh HACTPONKY MOJIUTUKN YUEHBIX 3alIUCEH, BBIIIOJIHATh aIMUHUCTPUPOBAHNE
YUETHBIX 3amuceil mosib3oBarenel Ha miuatdpopmax Windows u Linux, uaeHTudUUIMpOBATH
ciabble MecTa U ySI3BUMOCTH MOACUCTEMbI HICHTH(PHUKAINN U ayTeHTU(UKALMU; pa3pabaThIBaTh
MaTpHUIly pa3sTpaHUYEHHUs J1OCTYIA, PEaJTU30BbIBaTh AMCKPELIIMOHHOE pa3rpaHUYeHHE JOCTyIa K
o0bekTaM  (aiiloBOM CHUCTEMBI M CHCTEMHOIO peecTpa,aHaIM3UpPOBaTh  OTPAHUYECHUS
BBIUHCIIUTENBHBIX PECYPCOB, BBIOUPATh ONTUMAJIBHBIA HabOp nporpammHo-annapatHeix [IAC3U
Brnaners: HaBbIKaMM aJMMHUCTPUPOBAHMS IOJCUCTEM O€30MaCHOCTH, HACTPOHKU CHCTEMBI,
NOJUTUK O€30IacHOCTH, YINpaBICHHUsS YYETHbIMU 3alUCSMH, HaBbIKAMH HCIOJb30BaHUS
MOJIOKEHUH CTaHAapTOB PU pa3paboTKe, HacTpolike u skcrryaTauuu [TAC3U.

ITo guciuminHe npeaAyCMOTpCHA MPOMCXKYTOUYHAA aTTCCTAlUA B (I)OpMC 3a4ycTa (5 CGMCCTp) )51

sK3aMeHa (6 cemecTp).
OO611ast TpyA0EMKOCTb OCBOCHHUS AUCHHUIUIMHBI COCTABIISAET S 3a4ETHBIX €TUHHII.
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